NMHPOPMALIMOHHAA NAMATKA
AnA obYYAIOLWMNXCA OAnA PASMELLEHUA
HA O®ULUMNATBbHbLIX UHTEPHET-PECYPCAX

C kaxablM rogoM MOJSIOOEXN B MHTEPHETE CTaHOBUTHCHA Oornblue, a LUKOMbHUKA OOHU U3
caMbIX aKTMBHbIX norb3oBartenen PyHeta. Mexagy Tem, noMMMO OrpOMHOrO Konuyectsa
BO3MOXHOCTEN, WHTEpPHET HeceT W npobnembl. 3Ta NamdATka [OfMKHa Mnomoudb Tebe
©Ge3onacHO HaxoouTbCHA B CETMU.

KoMnbloTepHble BUPYCbI

KoMnbloTepHbIN BUPYC - 3TO PasHOBUAHOCTb KOMMLIOTEPHbLIX MPOrpamMm, OTNNYUTENbHON
0COBEHHOCTbLIO KOTOPOM SBNSAETCHA CNOCOBHOCTb K pasMHOXEHU0. B gononHeHne Kk aTomy,
BUPYCbl MOFYT MOBPEeAUTb WAW MOMHOCTBIO YHUYTOXUTL BCe pannbl M AaHHble,
NOAKOHTPOSMbHbIE MOMb30BaATEND, OT WMMEHM KOTOporo Obina 3anylieHa 3apaXeHHas
nporpaMmma, a Takke NoBpeauTb UMK OaXe YHUUTOXUTb OnepauuoHHY0 CUCTEMY CO BCEMMU
hannamm B uenom. B 6onblUMHCTBE Cny4aeB pacnpoCTPaHATCA BUPYChl Yepe3 NHTEPHET.
MeToabl 3aWwnTbl OT BPEAOHOCHbLIX MPOrpamMm:

1. Vicnonb3yn COBpPEMEHHblE OrnepaumoHHble CUCTEMbl, UMEKLLME Cepbe3HbI YPOBEHb
3aWuTbl OT BPEAOHOCHBIX MporpamMm;

2. TlocTosiHHO ycTaHaBnuMBan navtv (UUpoBblE 3annaTki, KOTopble aBTOMaTUYeCKu
yCTaHaBNMBalOTCA C LUenblo [opaboTkM nporpammbl) M gpyrme OGHOBNEHUA CBOEK
onepauuoHHomn cuctembl. CkaumBarn uUx TONbKO C oduumnansHoro canta paspabotumka OC.
Ecnu cyliecTByeT pexvm aBToMaTuyeckoro 0GHOBNEHUS, BKINOYX €ro;

3. Pabortan Ha cBoeM KOMMbKOTEPE NOA NpaBamMu MofbL30OBaTENs, a HE aAMUHUCTpATopa.
OTO He NOo3BONMUT BOMbLUMHCTBY BPEAOHOCHbLIX NPOrpaMM WHCTaNnMpoBaTbCA Ha TBOEM
nepcoHanbHOM KOMIMbIOTEpPE;

4. Vcnonb3yn aHTUBMPYCHble MNPOrpaMMHble MPOAYKTbl M3BECTHbIX MPOU3BOAUTENEN, C
aBToMaTU4eckum obHoBNEeHnem 6as;

5. OrpaHuyb pusnyecknun JOCTyn K KOMMNbIOTEPY A58 NOCTOPOHHUX NUL;

6. Micnonb3yn BHeLIHWE HOCUTENW MHOpMauuK, Takue Kak dorewika, AMcK unu dann u3s
WHTEPHETA, TOSbKO U3 NPOBEPEHHbBIX UCTOYHUKOB;

7. He oTkpblBan KOMNblOTEPHbIE ddannbl, NONy4YeHHblEe N3 HEHAOEXHbIX NCTOYHUKOB. [laxe
Te dpannbl, KOTopble Npucnan TBOW 3HAaKOMbIW. Jlyylle yTOYHM Yy Hero, OTnpaBnsin fn OH
Tebe ux.

Cetn WI-FI

Wi-Fi - 310 He B1A nepefaym AaHHbIX, HE TEXHONOMS, a Bcero nuwb 6peHa, mapka. Ewe B
1991 rogy HugepnaHackas komnaHua 3apernctpmposana 6peHg "WECA", yto o6o3Havano
cnosocoyeTaHue "Wireless Fidelity", koTopbi nepeBoanTtca Kak "6ecnpoBogHas TOYHOCTL".
[o Hawero BpemeHu powna pgpyras abbpesuatypa, KoTopas SBNAETCSA TakoW e
TexHonornen. 910 abbpesuatypa "Wi-Fi". Takoe HasBaHue 6binO AaHO C HaMEKOM Ha
CTaHgapT BbICLIEN 3BYKOBOM TexHUKM Hi-Fi, 4To B nepeBofe o3HayaeT "BblCOKad TOYHOCTL".
Ha, 6ecnnaTHblM MHTEPHET-OOCTYN B Kade, OTendx M a3pornopTax SABNAETCH OTMMYHOW
BO3MOXHOCTbIO BbIXOAa B UHTEPHET. HO MHOrMe aKkcnepTbl CYMTAKOT, YTO 0OLWEeoCTyNHbIe
Wi-Fi ceTn He siBnstoTCca 6e3onacHbIMu.



CoBeTbl No 6e3onacHoOcTM paboTbl B 06wWenocTynHbix cetax Wi-fi:

1. He nepeaaBai cBOI NMYHY0 MHpopmaumto vyepes obwenoctynHole Wi-Fi cetn. PaboTas
B HUX, XXenaTesibHO He BBOAUTb Naponun JOCTyNa, JIOrMHbI U Kakne-To HoMepa;

2. Acnonb3yn n OBHOBMAW aHTUBUPYCHble MporpaMmmbl U GpaHamayep. Tem cambiM Thbl
obesonacuilb cebsi OT 3aKayky BUpyca Ha TBOE YCTPONCTBO;

3. MNpu ncnonb3zoBaHmm Wi-Fi oTkntoun pyHkumio "O6wmin goctyn Kk dpannam n npuHtepam”.
[aHHaa pyHKUMA 3aKpbiTa MO YMOSYaHUIO, OAHAKO HEKOTOPbIE NOMb30BaTENN aKTUBUPYIOT
ee ansa ygobcrea ncnonb3oBaHus B pabote nnu yyebe;

4. He ncnonb3yn nybnuyHeii WI-FI gna nepegaym nnyHbIX aHHbIX, HANpMMep Ang Bbixo4a
B coumaribHble CETU UIN B 3NEKTPOHHYIO MOYTY;

5. Wcnonb3y Tonbko 3awimuieHHoe coefuHeHue 4vepe3 HTTPS, a He HTTP, T.e. npu
Habope Beb-agpeca BBoAN uMeHHo "https://";

6. B mobunbHoM TenedoHe oTknoumn dyHkumio "MogkntodeHne k Wi-Fi aBTomatnyeckun”. He
Aonyckanm aBToMaTM4eCcKoro nogknoveHms yctpornctea k cetam Wi-Fi 6e3 TBoero cornacus.
CouuanbHble ceTu

CoumnanbHble CeTU aKTUBHO BXOOAT B HaLLy XW3Hb, MHOMME noan paboTarT M XKUBYT Tam
NnocTosiHHO, a B Facebook yxe 3apernctpmpoBaH Munnuvapg YenoBekK, YTO SBMSIeTCS O4HOM
ceabMou Bcex Xuteneun nnadetol. MHOrme nonb3oBatesniv He MOHUMAIT, YTO MHOPMaLKS,
pasMeLLleHHaa MMM B CoUMarbHbIX CETHAX, MOXEeT OblTb HamgeHa M UCNOoSib30BaHa KeM
YyrogHo, B TOM Yucne He 06s3aTenbHO ¢ 6narumm HamepeHUs M.

OcHoBHble coBeTbl N0 6€30MacHOCTM B coLmarbHbIX CETAX:

1. OrpaHnyb cnncok apysen. Y 1ebs B Apy3bax HE JOIMKHO ObITb CrydarHbIX U HE3HAKOMbIX
nogen;

2. 3awuuan cBO YacTHYHO XM3Hb. He ykasbiBan naponu, TenedoHbl, agpeca, Aaty TBOero
POXAEHUSA U OPYTYIO NNYHYK MHOPMaUNIO. 3MOYMbILLIIEHHUKA MOTYT UCMOMb30BaTh Aaxe
WHOPMaUUIo 0 TOM, KaK Tbl U TBOW poauTenn nNnaHupyeTe NpoBeCTU KaHUKYIbI;

3. 3awumwan cBo penyTauuio - OepXu ee B YMCTOTe M 3adaBan cebe Bonpoc: xoTen Obl
Tbl, YTOObI Apyrve nonb3oBaTenu BUAENWU, YTO Tbl 3arpyxaewsb? [logyman, npexage yem
YTO-TO oNybnMKoBaTb, HANMCaTb U 3arpy3nTb;

4. Ecnn Tbl roBOpULLb C NMIOABMU, KOTOPbIX HE 3Haellb, HE NCNOSb3Yy CBOE pearibHoe UMSA U
APYrylo JIMYHYIO UHPOPMAaLUK: NMS, MECTO XUTENbCTBA, MECTO y4ebbl U Npoyee;

5. N3beran pasmelleHus gotorpaduii B IHTepHeTe, rae Tbl N306paxeH Ha MECTHOCTH, MO
KOTOPOM MOXHO OnpeaenuTb TBOE MECTOMNONOXEHNE;

6. lMpwn pernctpaumm B coumanbHOM ceTM HeobXoAMMO MCMNONb30BaTb CIOXHbIE Maponw,
cocTodwme n3 6ykB 1 LGP U C KONIMYECTBOM 3HAKOB HE MeHee 8;

7. Ana coumanbHOM CeTW, NOYTbl U APYrMX CanToB HEOBXoOMMO WUCMONb30BaTh pasHble
naponu. Torga ecnn Tebs B3NMOMalOT, TO 3MOYMbILUIEHHUKMA MOSTydaT OOCTYM TOMbKO K
OAHOMY MECTY, a He BO BCe cpasy.

OnEeKTPOHHbIE AEHbMN

OnEeKTPOHHbIE OEHbMM - 3TO O4YeHb YAOOHbLIM Cnocob nnaTtexen, OOHAKO CyLLEeCTBYHOT
MOLLEHHUKKN, KOTOPbIE XOTAT NOSTYYUTb 3TN OEHbIN.

OnNEKTPOHHbIE AEHbIN MOSIBUNUCb COBCEM HEA4ABHO W MMEHHO W3-3a 3TOF0 BO MHOMMX
rocygapcrBax 4o CUX Nop He MPOMNMCaHo NpPO HUX B 3aKOHAX.



B Poccun xe oHM (PyHKLUMOHUPYIOT M O HUX yKe NPOMMCaHO B 3aKOHe, rae Ux pasgensioT Ha
HECKOSbKO BUAOB - aHOHUMHbIE U HE aHOHVWMHbIe. Pa3Huua B TOM, YTO aHOHUMHBbIE - 3TO Te,
B KOTOPbIX paspellaeTcs NpoBOAWTb ornepauun 6e3 naeHTudumkaumm nonb3oBatensd, a B
HEeaHOHUMHbIX naeHTMdMKaLMs Nonb3oBaTeNs ABNAETCS 00s3aTENbHOMN.

Takke cnegyeTt pasnuyatb 3MEKTPOHHblE (puaTHble AeHbrn (pPaBHbl FOCYAAPCTBEHHBIM
BantoTam) 1 3NEKTPOHHblE HedmaTHbIE AeHbM (HEe paBHbl FOCY4apCTBEHHbIM BantoTam).
OcHoBHble coBeTbl N0 6e3onacHon paboTe ¢ aNEeKTPOHHbIMU AeHbramMu:

1. TpuBskM K cyeTy MOBUNbHBLIN TenedoH. JTO CaMbll YOOOHLIN U BbICTPLIA CNOCO6
BOCCTAHOBUTb [OCTYN K cyeTy. [puBA3aHHbIN TenedoH NoOMoXeT, ecnu 3abyaellb CBOW
nnaTeXxHbl Naposb NN 3anfellb Ha CanT C HE3HAKOMOro YCTPOWUCTBA;

2. Nicnonb3yn ogHopasoBble naponu. [locne nepexoga Ha YCUNEHHY aBTopusauuio Tebe
yXKe He ByaeT yrpoxaTb ONaCHOCTb KpaXu Ui nepexsaTa NiaTexHoro napons;

3. Bbibepu cnoxHbii naposnb. [NpectynHukam 6ygeT He NpoCTO yragaTh CrAOXHbIM Napofb.
HapexHble naponu - 3To naponu, KoTopble cogepxat He MeHee 8 3HaKOB WM BKMHOYaloT B
cebsa CTpOYHble U NPONUCHbIE OYKBbI, LMAPbI U HECKONBbKO CUMBOJSIOB, TakMe Kak 3Hak
ponnapa, yHTa, BocknmuaTenbHblii 3Hak 1 T.n. Hanpumep, $tROng!;;

4. He BBOOM CBOU NNYHbIE JaHHbIE HA canTax, KOTOPbIM He JoBepsieLlb.

OneKTpoHHas noyrta

OneKTpoHHasi noYvta - 3TO TEXHONOMMSA U NPeaoCTaBnsiEMblE €10 YCIyrn Mo nepecbinke n
MOMNYYEHMIO ANEKTPOHHBIX COOBLLEHNIA, KOTOPbIE pacnpenenstoTcs B KOMMNbIOTEPHOW CETU.
O6bl4HO  3NEKTPOHHbLIN MOYTOBLIN  AWMK  BbIMSAUT  criegylowMm  ob6pasom:
UMs_nonb3oBaTensa@uva_aoMeHa. Takke KpomMe nepefadn npocTtoro TekcTa, MMmeeTcst
BO3MOXHOCTb nepegasatb dpaurnbl.

OcHoBHble coBeTbl Mo 6e3onacHon paboTe C 3NEKTPOHHOW MNOYTOMN:

1. Hago BbIGpaTb NpaBunbHbIA NOYTOBLIA CepBUC. B MHTEpHETe eCTb OrpoMHbIA BbIOOP
GecnnaTtHbIX MOYTOBbLIX CEPBUCOB, OAHAKO Iydlle [OBEpPATb TEM, KOro 3Haelb M KTO
nepBbi B PENTUHTE;

2. He ykasbiBah B NUYHOW MOYTE NUYHYKO WMHopmaumo. Hanpumep, nydwe BbibpaTb
"My3blkanbHbIn_aHat@" nunu "pok2013" BmecTo "remai13";

3. Ncnonb3yn AByxaTanHyo aBTopM3aumio. JTo Koraa NnoMMMO NMaporst Hy»>KHO BBOAMUTbL KOf,
npucbinaemsin no SMS;

4. Bblbepu cnoxHbil naponb. Ons Kaxgoro noYTOBOro SlMKa A0MMKEH ObiTb CBOW
HaLeXHbl, yCTOMYUBBIN K B3ITOMY Naporsib;

5. Ecnu ecTb BO3MOXHOCTb HarnucaTb CamMOMy CBOW JIMYHBLIA BOMPOC, WUCMOMb3ynh 3Ty
BO3MOXHOCTb;

6. Mcnonb3ym HECKONbKO MOYTOBLIX SAWMKoB. [lepBbln ONA 4YacTHOM Mepernuckn c
agpecataMmn, KOTOpbIM Thl JOBepsielb. OTO 3MEKTPOHHbIA afpec He Hago MUCMNosib3oBaTb
npu permctTpauun Ha popymax n cantax;

7. He oTkpbIiBan danrnbl 1 gpyrue BroXeHUs B NMCbMax, Aaxe eCcrivi OHU NPULLINN OT TBOUX
apysen. Jlyywe yTouHu y HUX, OTNpaBnanu v oHn tebe atu hannel;

8. MNMocne okoH4yaHMsa paboTbl HA MOYTOBOM CepBUCE Nepen 3akpbiTUEM BKMNagky C Cantom
He 3abyab HaxaTb Ha "Bbintn'".

KnbepbynnuHr unu BupTyanbHoe n3geBaTenbCTBO



KubepbynnuHr - npecnegoBaHme coobLieHnaMmu, cogepxalimmm ockopbnenusi, arpeccuto,
3anyrmBaHue; XynuraHcTBo; couunanbHoe 60MKOTMpPOBaHME C MOMOLLbIO  PasfNYHbIX
WHTEpPHET-CEPBUCOB.

OcHoBHble coBeTbl N0 6opbbe ¢ knbepbynmHrom:

1. He 6pocaricsa B 6on. Jlydwwmin cnocob: nocoBeToBaThCs Kak cebsi BECTU U, eCrnn HET Toro,
K KOMY MOXHO 0OpaTuTbCH, TO BHayane ycrnokouTbCs. Ecnu Tbl HayHewb oOTBeYaTb
ockopbrieHnaAMM Ha ocKopbneHns, To TONbLKO eLle BonbLue pasoxKellb KOHQITUKT;

2. Ynpasensau ceoen kubeppenytauunen;

3. AHOHMMHOCTb B ceTu MHumas. CyuecTBylOT CMOCOOblI BbIACHUTb, KTO CTOUT 3a
AHOHMMHbIM aKKayHTOM;

4. He cTouT BecTu XynuraHckuin obpas BupTyanbHOW XU3HWU. VIHTepHeT dumKcupyeT Bce
TBOM AENCTBUSA N COXpaHAET uX. Yaanutb nx 6yaeT KpanHe 3aTpyaHUTENBHO;

5. Cobniogan cBo BUPTYarnbHYH YECTb CMOSOAY;

6. NrHopupyn eamHunyHbIi HeratmB. OgHopasoBble OCKOPOMTENbHbIE COOOLLEHMS ny4lle
urHopmposaTb. Ob6bI4HO arpeccus NpekpaLlaeTcs Ha HavyanbHOW cTaguu,

7. BbaH arpeccopa. B nporpammax obmeHa MrHOBEHHbIMU COOOLLEHUAMU, B COLMAnbHbIX
CETSAX €CTb BO3MOXXHOCTb OIOKMPOBKM OTNPaBKN COOBLLEHNI C ONpeaeneHHbIX aapecos;

8. Ecnm 1ol cBugetenb kubepbynnuHra. TBOM OEWCTBMSA: BbICTYMUTb MPOTUB
npecnegosaTtens, nokasaTb eMy, YTO ero AenCTBUSA OLEHMBAKTCA HeraTMBHO, nogaepXarb
XepTBY, KOTOPOW HYXKHA MNCUXONOrnmyeckasi nomoLlb, COOOLWWUTb B3pPOChbiIM O dakTe
arpeccuBHOro NoBeaeHUs B CETMU.

Mo6wunbHbIN TenedgoH

CoBpeMeHHble CcMapTOHbl W nnaHweTbl cogepxaTt B cebe BMOMHe B3POCHbIN
YHKUMOHaN, U Tenepb OHW MOTYT KOHKYpPUPOBaTb CO CTaUVOHAPHbIMW KOMMbIOTEPAMMU.
OpHako, cpeacTB 3almThbl ANs Nogo6HbIX YCTPOWCTB NOKa O4YeHb Marno. TecTupoBaHue U
NMOUCK YA3BUMOCTEW B HUX MPOUCXOAUT He TaK MHTEeHCMBHO, Kak ansa [K, 1o xe camoe
KacaeTcsa 1 MOBUMbHLIX MPUMOXKEHUA.

CoBpeMeHHble MobunbHble Opay3epbl yXe NPakTUYEeCKU LOrHanum HacTofbHble aHanorw,
O[HaKO paclumpeHne gyHKUMOHana Bne4veT 3a cobor GonbLuyo CNOXHOCTb M MEHbLUYIO
3alULLIEHHOCTb.

[daneko He Bce npousBoOOMTENM BbiNyCKaloT OOHOBMEHWS, 3aKpblBalOLMe KpUTUYECKUe
YA3BMMOCTW OJ151 CBOUX YCTPOWUCTB.

OcHoBHble coBETbI A5 6e30MacHOCTN MOBUIBLHOro TenedoHa:

Hunyero He siBnsieTca no-Hactosilwemy OecnnaTtHbiM. byab oCcTOpOXeH, Beab Korga Ttebe
npeanaratoT 6ecnnaTHbli KOHTEHT, B HEM MOTYT BbITb CKPbITbI KakMe-TO NnaTHble YCyru;
Odyman, npexage yem otnpasute SMS, coTo nnm Buaeo. Tebl TOYHO 3HaeLWb, rae oHn byayT
B KOHEYHOM UTore?

Heobxoanmo o6HOBNATL OnepaumoHHY0 CUCTEMY TBOErO CMapT(OHa;

Mcnonb3ym aHTUBMPYCHbIE NporpamMmMbl A MOBUMbHLIX TeNedOHOB;

He 3arpyxan npunoxeHuss OT HEW3BECTHOIO MWCTOYHMKA, Bedb OHWM MOryT cogepxaTtb
BpeLOHOCHOE nporpaMmMHoe obecnedeHue;

Mocne TOro kak Tbl BbIMAELWb C CavTa, rae BBOAWN JIMYHYIO MHOpMauuio, 3angu B
HacTponkn 6paysepa n yaanm cookies;

lMepunogunyeckn NpoBepsin, Kakme nnaTHble YCryrn akTBMpOBaHbl HA TBOEM HOMEPE;



[asaii cBon Homep MOBUNBHOro TenedoHa TOMNbKO NOAAM, KOTOPbIX Thl 3HAELlb U KOMY
AoBepsieLlb;

Bluetooth gormkeH GbiTb BbIKMOYEH, KOraa Tbl MM He nonb3yellbcs. He 3abbiBan uHorga
npoBepsTb 3TO.

Online vrpbl

CoBpeMeHHble  OHMaWmH-Urpbl - 3TO  KpacoudHble, 3axBaTblBalOLIME pa3BrieYeHus,
00beauHALWME COTHU ThICAY YenoBek no Bcemy Mupy. Urpoku mccnenyroT OaHHbIA UM
Mup, obLiarTca Opyr C OpYroM, BbIMOMHAKT 3a4aHuss, CpaXalTCs C MOHCTpamMu W
nony4aroT onbIT. 3a y4OBOMLCTBME OHM MAATAT: MNOKYyNalT OUCK, ONfadmBaloT aboHeMeHT
nnu NpnobpeTaroT Kakme-To onumm.

Bce ot cpeactBa wmayr Ha nogaepxaHue W pasBUTME UMPbl, a Takke Ha camy
©e30nacHOCTb: COBEPLUEHCTBYHOTCS CUCTEMbl aBTOPU3aLMK, BbINYyCKAOTCA HOBblE NaTyu
(umndbpoBble 3annaTkun ANs NporpamMMm), 3aKpbiBalOTCH YS3BUMOCTU CEPBEPOB.

B nogo6HbIX urpax cTouMT onacaTbCs HE CTOSTbKO CBOMX COMEPHMKOB, CKONbKO KpaXkm TBOEro
napons, Ha KOTOPOM OCHOBaHa CUcTeMa aBTopusaunm 60NbLUNHCTBA Urp.

OcCHOBHbIe coBeTbl N0 6e30MNacHOCTM TBOEro UIPOBOIrO akkayHTa:

1. Ecnu gpyron nrpok BegeT cebs nnoxo unu cosgaet Tebe HeNpUATHOCTK, 3abNoKMpyn ero
B CMMCKE UrPOKOB;

2. MNMoxanyncsa agMMHUCTpaTOpaM Urpbl Ha NIIoxoe NoBefdeHne 3Toro Urpoka, XenatenbHo
NPUNOXUTb Kakne-To JoKa3aTenbCTBa B BUAE CKPUHOB,

3. He ykasbiBan nnyHyo nHpopmaumio B npodpanne urpsbl;

4. YBaxan gpyrnx y4acTHUKOB MO Urpe;

5. He yctaHaBnunBan HeoduumanbHble naTtyn v Moabl;

6. Vicnonb3yi CrioXHble 1 pasHble naponu;

7. Jaxe BO BpemMsi Urpbl He CTOUT OTKMYaTb aHTuBupyc. [loka Tbl uUrpaellb, TBOW
KOMMbIOTEP MOrYT 3apasnThb.

PUWNHT NNn KpaXka NMYHbBIX AaHHbIX

OObI4yHOM Kpaxken geHer N JOKYMEHTOB CErOAHSA YK€ HUKOro He yaAuBWLLb, HO C pasBUTUEM
WHTEPHET-TEXHOMOMMIN 3ITIOYMbILLIIEHHUKA NEPEMECTUNIUCE B MHTEPHET, U MNpPOogoIKatoT
3aHuMMaTbes "NodUMbIM" gerom.

Tak nosiBUNacb HoBasi yrpo3a: WHTEPHET-MOLUEHHWYeCTBa UnvM OULLMHL, rhaBHas uenb
KOTOPOro COCTOMT B MOMy4YeHUN KOHUAEHLUMANbHbIX AAaHHbBIX NOMb3oBaTenemn - fI0rmHOB U
naponen. Ha aHrnuinckom ssbike phishing untaetca kak duwmHr (ot fishing - pbibHas
noens, password - napornb).

OcHoBHble coBeTbl N0 6opbbe ¢ PULLNHIOM:

1. Cnepgm 3a cBOMM akkayHTOM. Ecnn Tbl nogo3peBaellb, YTO TBOS aHKeTa Obinia B3nomMaHa,
TO Heobxoanmo 3abnokupoBaTb ee 1 CoobLMTb agMMHUCTpaTopam pecypca o6 aToM Kak
MO>XHO CKOpEe;

2. Wicnonb3yn 6esonacHble Beb-calTbl, B TOM 4YUCrE, MHTEPHET-MarasmHoOB M MOWUCKOBbIX
CUCTEM,;

3. Ncnonb3yn cnoxHele 1 pasHble naponu. Takum obpasom, ecnu Tebsa B3nNOMarT, TO
3MOYMbILLUIIEHHUKN nonydaT AOCTYN TOMbKO K OAHOMY TBOEMY Mpodumo B CETU, a He KO
BCEM;



4. Ecnu Tebs B3nomann, To HeobxoaMMO NpeaynpeanTb BCEX CBOMX 3HAKOMbIX, KOTOPbIe
nobaeneHbl y TebA B Apy3bsax, O TOM, 4TO Tebs B3nomanu n, BO3MOXHO, OT TBOErO MMEHU
OyaeT paccbinaTbCa cnam M CCbINTKU Ha (OULLNHIOBbIE CaNThl;

5. YcraHoBu HagexHbin napornb (PIN) Ha MoOBUNbHLIN TenedoH;

6. OTknoumM coxpaHeHune napons B 6paysepe;

7. He oTkpblBan dhanrnbl 1 gpyrue BroOXeHUs B NMCbMax, Aaxe eCcriv OHU NPULLIAN OT TBOUX
apysen. Jlydwe yTouHn y HUX, OTNpaBnsanu v oHn tebe atn cbanneol.

Lindposas penyrauua

LincbpoBasa penytaumsa - aTO HeraTuBHasi UM NO3UTMBHAs MHGOpMaLMs B ceTu o Tebe.
KomnpomeTupytowasa uHpopmaumns, pasMelleHHass B WHTEPHETE, MOXET Cepbe3HbIM
obpa3oM OTpasuTbCA Ha TBOeW pearnbHOW XM3HW. "LindpoBasa penytaums" - 31O TBOW
UMNOXK, KOTOPbIN hopMMpyeTcsa U3 MHdopmMauumn o Tebe B MHTEPHETE.

TBOE MeCTO XuUTenbCTBa, y4ebbl, TBOE (PMHAHCOBOE MOMOXeHME, OCODEHHOCTN XapaKkTepa
N pacckasbl 0 6nmM3KKX - BCe 3TO HaKannMBaeTCcs B CETW.

MHornme noapoCTKU NErkKOMbICNIEHHO OTHOCATCS K NyOnukauuu nMYHOW MHpopmaunn B
NHTepHeTe, HE NOHMMas BO3MOXHbIX NOCNeacTBMIA. Thl AaXe HE CMOXellb AoragaTtbCs O
TOM, 4YTO hoTorpachus, pasmelleHHas 5 neT Hasag, crana NPUYNHON OTKasa NpPUHATL Teba
Ha paborTy.

KoMmmeHTapuu, pasmelleHne TBomx dpotorpadumn u gpyrme enNcTBUst MOryT HE MUCHE3HYTb
Aaxe nocne Toro, Kak Tbl UX yaanuwb. Tbl HE 3HaElb, KTO COXpaHWUN 3Ty MHdopMauuto,
ronana N oHa B MOMCKOBbIE CUCTEMbI M COXPaHWUNAach N OHa, a rMaBHOE: YTO NoAYMAatoT O
Tebe okpyxaroLime noan, KoTopble HaugyT 1 yBuaaT ato. Hantn nHgopmaumio MHOro net
cnycTsi cMoXeT ntobon - Kak n3 gobpblx NoBYKAEHWMA, TaK U C HAMEPEHUEM MPUYNHUTD
Bped. ITO MOXET ObITb KTO YroAHO.

OcHoBHble cOBETbI MO 3awmTe LngpoBon penyTaumm:

1. Mopymawn, npexge 4yem 4TO-TO NybnukoBaTb U nepefaBaTb y cebs B 6rnore wnu B
couuanbHON CeTu;

2. B HacTponkax npogusis yCTaHOBW OrpaHUYeHUst Ha NPOCMOTP TBOEro npodunga u ero
CoOepXnMoro, caenam ero Tonbko "ans apysen”;

3. He pa3melwyan n He ykasbiBa UHOPMaLMIO, KOTOpasi MOXET KOro-nmbo ockopbnsaTb nnm
obmxaTb.

ABTOpCKOE NpaBo

CoBpeMeHHbIe LLKOSTbHUKN - aKTUBHbIE MONb3oBaTenu ungpoBoro npoctpaHcTea. OgHako
Aaneko He BCe 3HaAKT, YTO MNOMb30BaHME MHOTMMMU BO3MOXHOCTAMM LMPPOBOro Mupa
TpebyeT cobniogeHns NpaB Ha MHTEMNMEKTyanbHY0 COOCTBEHHOCTb.

TepMuH "wHTeNnekTyanbHass COOCTBEHHOCTL" OTHOCUTCA K pasfnnyHbiM  TBOPEHUSM
4YEernoBEeYEeCKOro YyMa, HayMHas C HOBbIX W300peTeHuMr U 3HakoB, 0O0O03Ha4arLnX
COBCTBEHHOCTb Ha MPOAYKTbI WM YCNyrk, U 3akaH4YMBas KHUramu, doTorpadusamm,
KMHOUMbMaMn 1 My3blKanbHbIMU NMPOU3BEAEHNSMN.

ABTOpCKME MpaBa - 3TO NpaBa Ha WHTENNEKTyanbHYl0 COOCTBEHHOCTb Ha MPOM3BEOEHUS
HayKku, nuTepaTtypbl U UCKYCCTBA. ABTOPCKME NpaBa BbICTYNaOT B KaYecTBe rapaHTun TOro,
YTO WHTENneKTyanbHbIN/TBOPYECKUA Tpya aBTopa He OydeT HanpacHblM, [AacTt emy
crnpaBenniMBble BO3MOXHOCTM 3apaboTaTb Ha pesynbTatax CBOEro Tpyda, Nomy4uTb
N3BECTHOCTb U Npu3HaHue. HnkTo 6e3 paspelleHns aBTopa He MOXXET BOCMPOU3BOANTL €ro



npousseneHue, pacnpoCTPaHATb, ny6nu4Ho AEMOHCTPMPOBATh, npoaasaTb,
UMMNOpPTMPOBaTb, NycKaTb B NpoKaT, NyGrMYHO UCMOMHATb, NOKa3blBaTbL/UCMONMHATL B adupe
unu pasmewatb B MIHTepHeTe.

Mcnonb3oBaHve "nupatckoro" nporpaMmMHOro obecneyeHns MoXeT NPUBECTU K MHOMMM
puckam: OoT MOTepu AaHHbIX K TBOMM akkayHTaM A0 OGrnoKMpOBKM TBOEro YCTPOWCTBA, rae
yCTaHOBMNeHa HeneranbHas nporpamma. He crtouT Takke 3abblBaTb, YTO CyLECTBYIOT
neranbHble N 6ecnnaTHble NPOrpaMmbl, KOTOPbIE MOXHO HaWTU B CETU.

O noprane

CeTeBMYOK.pd - TBOM [NaBHbIA COBETYMK B CeTU. 34ecCb Tbl MOXeELWb Yy3HaTb O
6e30nacHOCTU B CETU NOHATHLIM M AOCTYMNHbLIM Si3bIKOM, @ NPU BO3HUKHOBEHWUN KPUTUYECKOW
cuUTyaumm obpaTnTbCs 3a COBETOM. A Takke NPUHATb y4acTue B KOHKypcax M cTaTb CambIiM
UM pPOBLIM rpaxgaHUHoOM!



